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Noi dung chinh:

1- Tinh hinh t61 pham cong nghé cao trong nam
2012

2- XU hudng va du bao tinh hinh to1 pham CNC
trong thoi gian toi

3- Giai phap huéng dan doanh nghiép phong
chong
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Tinh hinh tgi pham cong nghé cao trong nam 2012

Mét s6 hoat ddng tan céng mang nguy hiém mai:
1- Tan céng bang phan mém gian diép — trojan co

ChL’PC néng A

+ Diéu khién tw xa; 0. s
LA : ~ 1 A , -trojan

+ Ghi thong tin go ban phim; s

4310100033
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+ Duyét cac file di¥ liéu, 1ay cap thong tin;
+ Ghi log giri qua email hoac FTP;

+ Diéu khién bat webcam, chup anh, chup man hinh;
+ Ma hoéa di¥ liéu khi gtri di;

+ Tw ddng cap nhat Ilénh mai tir trung tdm diéu khién;
+ Quet cac tap tin;

+ Cha yéu lay théng tin tai khoan ngan hang.
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Tinh hinh tgi pham cong nghé cao trong nam 2012

Mot so trojan rat nguy hiém, dang lay lan hién

nay la:
- Trojan “Sinh

& L&nh” 1y qua phan mém

Unikey, tao ra Botnet

- Zeus (phat tan rong tw thang 3 nam 2009)

- Spyeye (xuat hién tlr thang 12 nam 2009)

- Trojan-Banker (xuat hién tr thang 9 nam

2009)

- Ainslot.L (xuat hién t thang 9 ndm 2011)
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Tinh hinh tgi pham cong nghé cao trong nam 2012
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- Mot bién thé clia ZeusS cé tén l1a ZitMo: lay
nhiém vao dién thoai di ddng, dé lay cap ma
mTans, do ngan hang gii qua tin nhan SMS
t&i dién thoai, dé rut tién tir tai khodn.

- Cac Trojan nay & trang thai “cho” dén khi
MmOt dich vu ngén hang trwc tuyén duoc thwe
hién, dé lay cap thong tin thé tin dung
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%w‘?@ Tinh hinh t¢i pham cong nghé cao trong nam 2012

X&) Spy Eye..

th to the main control panel; Ihttp:,//www.yourbotnet.cn,/spyeye/rnain/’

-

4lternative path to the main contrs! panel; Ihttp:!,’vmw.yourbotnetz.cn/spyeye/main/

= formgrabber control panel: Ihttp://www.yourbotnet.cn/spyeye,lformgrabber,-'

Encryption key: [Your Enc. Key

Connector interval (sec): 300
Compress build by UPX v3.04w:

r
Kill Zeus: v

Make config & get build

Get build

Are you infected by SpyEye?
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Tinh hinh tgi pham cong nghé¢ cao trong nam 2012
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- Mua ban 16 héng rat sdi ddng trén mang
- Mua ban virus, trojan nhw Zues, Spyeye, tham chi
c& nhirng mang botnet dé tan céng ttr chdi dich vu
hoac phat tan thw rac.
- D liéu bi lay cap, ké ca thdong tin thé ngan hang,
thong tin ca nhan, doanh nghiép... cling duwgc rao
ban cong khai trén mang

Vi du: théng tin chia sé trén FaceBook co thé bj
hacker s&r dung vao muc dich téi pham.

80% sb nguwdi chia sé théng tin cd nhan cda minh,
dé 16 thdng tin bao mat cho “ban bé” trén FaceBook,
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2- TAN CONG CO SO DU LIiEU, WEBSITE
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-Tan céng xadm nhap dé lay cap, pha hoai d liéu
xay ra thwdng xuyén:

- Vu tan cdng website forum.bkav.com.vn
ngay14/02/2012, cai dat backdoor Ién may chu,
sao chép toan bd co s& dir liéu cua website vao 02
tap tin dump.sqgl va dump.zip va chia sé trén chinh
trang chu website
http://forum.bkav.com.vn/includes/dump.sql cho tai
vé tw do
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2- TAN CONG CO SO DU LIiEU, WEBSITE

Bon phwong phap truy cap bat hop phap thwéng gap:

1. Tan cong 16 hdng bao mat web SQL Injection, chd yéu
la tan céng deface, truy cap vao va swra doi dir liéu cua
trang web.

2. Cai dat sniffer trong mang LAN, cai keylogger, spyware,
bang céach guu email kem theo attached file, quang cao

kém dwdng dan, st dung USB, s dung proxy..., lay
username, password cua Admin,

3. Tan céng thédng qua mang ndi bd LAN, VPN,

4. Tan cong thong qua |16 hong béo mét clia cac website
str dung chung server hoac chung hé thong may chu cua
nha cung cap dich vu ISP, lam cau ndéi tan cong dl’ch
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2- TAN CONG CO SO DU LIiEU, WEBSITE

Thé hién cu thé:

Nam 2011, trén 200 trang web cua Viét Nam bi
hacker nwdc ngoai tan cong:
-Phan Ién & nhitng trang web clia cac don vi nho,
thué host dung chung, chay trén hé thong cd,
- ISP khong dwoc cap nhat nhirng ban va Cén thiét,
c6 nhiéu 16i thong thwong, dé bj tan cong bang céc
phwong phap va cong cu pho bién.
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2- TAN CONG CO SO DU LIiEU, WEBSITE

Poi twong trong nwéd'c va nwdc ngoadi cau két
tan cong, sr dung cdng nghé ma&i dé tranh bi
phat hién nhw:

- Tan cdng qua trung gian-Proxy:
- Tan cdng 16 hdng bao mat web,

- Loi dung 16 hdng bao mat tir ndi b, truy cap
khong day, internet cong cong, di dong voi
IpVo,
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Vi du:

Vu hacker tan cdng vao hé thong server
cla Cong ty bao hiém AAA thang 4 ndm
2011, xda toan bo co s& dir lieu, ké ca hé
thong backup (chi backup online 1 Ian trong

1 tuan)
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2- S DUNG PROXY TAN CONG CO SO DU
LiEU, WEBSITE

\\l: s W

- Str dung céng cu TOR dé tan cong: 1a proxy
che dau dia chi IP that bang cach lién tuc thay
doi viéc str dung cac may chu proxy khac nhau.

- Vu hacker s dung cdng cu Tor, dé xam nhap
vao co s& di¥ liéu cia may chi web. Mot doi
twong tan cdng, nhwng khoang 10 phut, IP lai
thay dbi sang cac quodc gia khac nhau, voi
logfile nhw sau:
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%? TCD 2- SU DUNG PROXY TAN CONG CO SO DU
AR uf‘@W LIEU, WEBSITE

- St dung cbng cu TOR
E) How Tor Works: 1 £33 Tornode

« « o unencrypted link
g oncrypted link

Alice

- .- - - - —
- - - - - -
e — | — e——— -

q -
- -

- Step 1: Alice’s Tor

dlent obtains a list
- of Tor nodes from ([l y—

- a directory server. ——T

Jane




Ef) How Tor Works: 2

Alice

-q. -v.‘ ~ - ".
e —— e~———

Step 2: Alice's Tor client
picks a random path to
destination server. Green -
links are encrypted, red

links are in the clear. . r

| {P Tor node

« « = unencrypted link
g oncrypted link




« « = unencrypted link
g oncrypted link

Step 3: If at a later time, the
user visits another site,

Alice's tor client selects a L * b o r-‘» -9
second random path. — " —— Jane

the clear.
e i B
Dave

Again, green links are ’/_\_7"
encrypted, red links are In .
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How Tor works: 4

A
= J
B

Alice
Q

"

5

|+
:

i 4
Dave - :
y) 3

Nine Tor nodes and 4 users / Tor nodes
A: Alice connects to Bob - B: Bob connects to Dave

J: Jane connects to Alice - D: Dave connects to Jane
l ;
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%’? @ -Tan cong da sir dung phan mém TOR

Log_tor BKAV.xls [Compatibility Mode] - Microsoft Excel
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Client Agent Log Time Client 1P HTTP StatiURL Server Name lf'
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:29 109.163.233.200 200http://victim.com/upload/tool.php A3CABEMY @
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:30 81.170.234.182 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:30 81.170.234.182 200 http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:31 81.170.234.182 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:31 81.170.234.182 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:32 81.170.234.182 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:43 173.254.192.36 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:43 173.254.192.36 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 14:44 173.254.192.36 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:19 184.18.151.21 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:19 184.18.151.21 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:20 184.18.151.21 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT5.1; en-US  2/12/2012 15:20 184.18.151.21 200;http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:22 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:24 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:24 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:25 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:25 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:25 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:26 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:26 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:26 184.18.151.21 200http://victim.com/upload/tool.php A3CABEMY
Mozilla/s.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:57 109.163.233.201 200! http://victim.com/upload/tool.php A3CABEMY .
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/12/2012 15:57 109.163.233.201 200! http://victim.com/upload/tool.php A3CABEMY . _I
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/13/2012 23:04 149.154.156.18 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/13/2012 23:06 173.254.192.35 200! http://victim.com/upload/tool.php A3CABEMY
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US  2/13/2012 23:06 173.254.192.35 200! http://victim.com/upload/tool.php A3CABEMY .
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Mot sO vu tan cong v&i virus Sinh Tt Lénh

\\l; & K

Tha doan nhudng virus vao phan mém phd bién & Viét Nam
do nhém hacker véi biét danh “Sinh T&r Lénh” str dung dé
tan céng nhiéu vu trong ndm 2011

- Sang ngay 1/3/2012 ,website http://unikey.org/ da bi tin
tac trd cac link tai phan mém Unikey vé mét website gia
SourceForge.net.

- Cac file cua Unikey & website chira virus “Sinh T
Lénh”, tao thanh mang Botnet, diéu khién b&i virus
hosting tai nwd'c ngoai.

- CO6 cac chrc nang diéu khién tir xa, backdoor,
keylogger, lay cap thong tin, tan cong DDOS

- Hacker da st dung virus Sinh T& L&nh nhiéu lan tan
cong bkav.com.vn, viethamnet.vn
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%*%? @ Toéng hop théng tin vé tap 1énh cta Sinh Tty Lénh

Load 1 dil In: DIl ID

=
o
o

Enum windows title Out: “%Temp% \ ypt*.tmp”

Post WM_CLOSE message In: Process ID
Liét ké cac process dang chay Out: %Temp%

Terminate process theo Pid In: Process ID

Terminate process theo Name In: Process name

§ In: Dudng dén dén file can lay
Upload file lén FTP server (FTP server, username, password chua debug ra)

Giai ma va chay 1 file exe In: Budng dan dén file bi ma hoa
Chup hinh qua webcam, ghi ra file In: Budng dan

Kiém tra sw ton tai webcam driver Out: cé/khdng

Quay video bing webcam, ghi ra file In: Budng dan

Tao file (ndi dung tréng) In: Budng dan

Write di¥ liéu ra pipe ( D) In: D@ liéu can write

Gri danh sach cac phan mém cai dat trén may vé server

Reboot system

Shutdown system

= = = = = = = N = = = = = = = = =
IN] N N N = I = N I = o o o o o o =
@ ~ =3 a o > @ N = o © ® =~ =3 a 5 e
>
=
=

Liét ké danh sach cac 6 dia In: Budng dan téi file log

=
W
R

LAy clipboard

133 Create pipe ( )

Suspend 1 thread theo ThreadID In: ThreadID

Giai ma dll va dang ky service dIl In: %DII Path%

151

Hook ban phim (kelogger)

140 Update In: Link update
Xéa 1 file theo DIl ID Tham chiéu bang DIl ID



file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe
file://./pipe/NannedPipe

Dieu tra vu tan cdéng viethamnet.vn

Vu tan cdng DDOS vietnamnet.vn, st dung virus
oxdex.com/logo.jpg:
- hacker cay virus oxdex.com/logo.jpg vao file
unikey40RC2-1101-win32.zip va da tai l1én trang
http://***.com.vn/
- virus nhan Iénh diéu khién tor mot server tai Anh tai dia chi
http://oxdex.com/logo.jpg, dia chi IP 178.162.225.254 cua
nha cung cap dich vu Internet Santrex.
- C50 da dé nghi Canh sat Anh ho trg xac minh thong tin
lién quan dén may chi cé dia chi IP 178.162.225.254 tai
Anh,

Pay chinh la virus “Sinh T LEnh”
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TOi pham gian lan thé ngan hang

Lay cap, mua ban thdng tin thé ngan hang:

1- Tan cong truy cap vao cac website mua ban
hang trwc tuyén dé lay cap théng tin thé ngan hang

2- Phishing,

3- Mua ban théng tin thé ngan hang trén mang
(website UG)

4- Str dung Keylogger, spyware... dé lay cap théng
tin thé ngan hang

5- Skimming
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Mozilla Firefox

)
File Edit View History Bookmarks Yahoo! Tools Help

c fat file:,

SQL result - phpMyAdmin 2.10.3 List of Threads Viewed by : X - VietE... SQL result - phpMyAdmin 2103 VietExpert Family X | -

/TLVE/web/index.ve.htm - - =]

@@ VietExpert Family

Hb Sd HGi/Dap Community 0 Tim Ki€m +

--- VE Family Forever ——

(S I e Lsmies [ opions | oeecn | 0 | - | o - | ECETT— |
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GiAl PHAP PHONG CHONG CUA DOANH NGHIEP

-Nhan thirc de doa bao méat trong cac DN vira
va nhd nam 2011 cho thay, phan I&n DN chuwa
quan tdm dén bao mat.

- Thiéu cac bién phap phong ngtra dé bao vé
dr lieu.
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GiAl PHAP PHONG CHONG CUA DOANH NGHIEP

Mot sd gidi phap an ninh mang:
- Cap nhat cac ban va trén hé diéu hanh: Hau hét may chud cia
cac ISP cho thué déu str dung chung mét bén hé diéu hanh va
thurong khéng ho tro cdp nhét cac ban va dinh ky, l1a nguyén
nhan chinh lam cho céc website thué dich vu bi tan céng hang
loat.
- Bi 16i SQL injection, do 1ap trinh khéng chu trong dén bao
mat, hau hét déu co 16i SQL injection.
- Ap dung ngay mét hé thong firewall: phan I&n website
hosting tai mét vai ISP 1on nhw VDC, Hostvn.net, MatBao, PA
Viét Nam va néu dung chung webserver, sé dé bj tan cong.
- Server thuwdng khéng dwoc cofig dé chong lai DOS. Khi bj
tan cong DDOS va st dung chung SQL server, thi khéng thé
chong d& khi bj tan cdong DDOS.
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Mot so giai phap phong ngira cia Doanh nghiép
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Doanh nghiép c6 mang may tinh riéng phai tap trung

gidi quyét dong bd 3 van dé:

1- Xay dwng co s& ha tang céng nghé: Hé thong thiét

bi, phan mém an toan théng tin:

- hé thong firewall,

- thiét bi phat hién va ngan chan xam nhap, céng cu
do quét 16 hdng bao mat, thiét bi giam séat an ninh
mang, phan mém chéng ma doc...,

- Panh gia mrc an toan cta hé thong theo dinh ky,
Cap nhat ban va,

- Bdo mat di liéu lwu trir va di¥ liéu trén dwdng truyén,
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Mot so giai phap phong ngira cia Doanh nghiép
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2- Xay dwng cac Quy trinh:

- Quy trinh danh gia cac thiét bi,

- Quy trinh kiém tra cac 16 hdng an ninh,

- Quy trinh phan &ng, x& ly cac sw cd, nguy co’ vé an toan TT,
- Quy trinh giam sét va kiém soat truy cap,

- Quy trinh sao lwu di¥ liéu,

- Quy trinh kiém tra va dam bao hoat dong lién tuc cuia hé thong,
- Quy trinh g¥i nhan théng tin trén mang chuyén dung,

- Quy trinh nang cap hé thong mang;

- Quy trinh quan ly ngw&i st dung;

- Xay dwng hé thdng: Quan tri an ninh td chc (Enterprise
security management - ESM) va Quan trj rdi ro té chirc
(Enterprise risk management - ERM).
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Mét so giai phap phong ngira cia Doanh nghiép

3- Quan ly con nguoi:
- Bo6i ngl chuyén trach,
- Dao tao nang cao nghiép vu,

4- Ung dung cdng nghé phong ngtvra cho hé thong
may chu:

- Lubn c6 hé thong tworng Itra (Firewalls);

- Str dung mat ma (Cryptography);

- S dung mat khau st dung 1 lan

- C6 cdng cu phan tich kha nang bi tan cong.
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Mot so giai phap phong ngira cia Doanh nghiép
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Nhirng don vi l&n, can dau tw:

- Hé théng phat hién xam nhap IDS (Intrusion detection
system)

- Hé thong ngan ngtra xdm nhap IPS (Intrusion
prevention system)

- Céng nghé phat hién (Detection Technology): dé ghi
lai cac dau vét bi tan céng, chong xam nhap bat hop
phap, chong céc loai virus, phan mém gian diép (nhw
keylogger, trojan horse, diéu khién tr xa, backdoor),
hé thong loc IP chong DDOS.
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Thank you

http://www.hitechcrime.vn

hoatv@hitechcrime.vn


http://www.presentationpoint.de/
http://www.ppt-vorlagen.de/

